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Dear Customer, 

Affected Products  

 Dell SonicWALL Scrutinizer (free version) 

 Dell SonicWALL Scrutinizer with Flow Analytics Module (for pay version) 

 
Affected Software Versions  

 Version 9.5.0 and older versions (e.g. 8.6.2, 9.0.0, 9.0.1, 9.5.0) 

 
Issue Summary 

After the release of Dell SonicWALL Scrutinizer 9.5.0, we received a report of an issue whereby a 
Scrutinizer user who had already authenticated to the product could manipulate a certain URL to 
run SQL commands against the Scrutinizer database. Error output was also displayed which 
provided debug information detailing the query being run. While the risk to most Scrutinizer 
installations was low, we decided to proactively publish a patched update to fix this vulnerability 
in the form of Scrutinizer 9.5.2. 

 

Resolution  

We recommend existing users of Dell SonicWALL Scrutinizer 9.5.0 and earlier versions upgrade to 
version 9.5.2 to prevent unauthorized queries from being run via the URL by authenticated 
users.  Version 9.5.2 is available for download from www.mysonicwall.com.  Users should log 
onto mySonicWALL and click on Downloads > Download Center in the navigation panel on the left, 
then select “Scrutinizer Software” in the Software Type drop down menu.   

 

Reported by  

Devon Kearns, Admin, Offensive Security  

 

http://www.mysonicwall.com/?elq=6bf668ade792464b8a0b5085996bbdc1&elqCampaignId=


 

Additional Information  

Please contact Dell SonicWALL Global Support Services www.sonicwall.com/us/support.html   

Regards,  

Dell SonicWALL Global Support Services 

 

 
    

http://www.sonicwall.com/us/support.html?elq=6bf668ade792464b8a0b5085996bbdc1&elqCampaignId=

